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Cyber-criminals — who are they?

- People that take advantage of the technology (in different ways) in order to
perform unlawful actions, aiming to gain a benefit (money, most often)

- The degree of tech usage and tech knowledge may vary
- Individuals or organizations, acting on their own or sponsored

- Too often called “hackers”
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Cyber-criminals — what are they after?

Money Reputation

: Pur
Information S

Curiosity
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Cyber-criminals - of all kinds

Script kiddies
Motivated individuals

Hacking groups

Organized criminal gangs

Nation states

Cyber-terrorists

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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Cyber-criminals - of all kinds

|[dentity thieves
Scammers
Phishers
Crackers

Hacktivists

Malware developers

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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Types of cyber-crime acts

|ldentity

theft Denial
of
service

Unauthorized
computer Card
systems Skimming
access ment

Web
Deface
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Real world cases i —

1. The Romanian hacker “Guccifer Guccifer, Romanian hacker, extradited to U.S. to finish prison sentence: Reports

Hacker Guccifer, who exposed Clinton private s+ News-  Training-

email server, ready for US prison sentence

Hacker was released on parole from Romanian prison this week and Is now sligibls for a second US sxtradition to
THE UNITED $tates Serve 52 months in a US prison on a 2016 sentence.

; ; . :
J) DEPARTMENT ,/°JUSTICE i e e e __ilt;manlan Hacker 'Guccifer' Extradited to

ABOUT OUR AGENCY TOPICS MEWS RESOURCES CAREERS Forvmer Tax! Driver Recsivies Conditional Relassa Frorm Prison In Rarvian

¥

Home « Dffice of Public Affairs » News

Romanian hacker 'Guccifer' sentenced to
52 months in U.S. prison

JUSTICE NEWS

Depariment of Justics

Dffica of Public Affire Pl sl

FOR IMMEDIATE RELEASE Thursdsy, Septembar 1, 2016

WASHINGTON (Reuters) - A Romanian hacker nicknamed “Guecifer” who

Romanian Hacker “Guccifer” Sentenced to 52 Months in Prison for Computer Hacking
Crimes

Marcel Lehel Lazar, 44 of Arad, Reomaniz. a hacker who used the online maniker “Gueeifer ” was sentenesd todeyto 52
manths in prison for unauthorized access toa protected computer and aggravated identity theft,

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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An emblem that is commonly associated with
Anonymous. The "man without a head”
represents anonymity and leaderiess
organization.[]

2. The “Anonymous” hacking group

'The Return of Anonymous

The infamous hacker group reemerges from the shadows.

Individuals appearing in public as Anonymous,
wearing Guy Fawkes masks

Story &y Dale Beran

Motto Ne Are Anonymous

under Wiy, [Epores sparted to circulate that the '-||;[d(1w_\-‘ hacker group Formation c. 2004

Anonymous was back.

A I THE END OF MAY, as protests against the police killing of George Floyd ¢ What actions have they taken?

Type Multiple-use namefavatar
Virtual community
Voluntary association

Various forms of cyber-attack are being attributed to Anonymous in relation
to the George Floyd protests.

First, the Minneapolis police department website was temporarily taken offline Purpose Anti-cyber-surveillance
over the weekend in a suspected Distributed Denial of Service (DDoS) attack. Anti-cyber
Internet ac

This is an unsophisticated but effective form of cyber-attack that floods a
server with data until it can't keep up and stops working - in the same way that
shopping websites can go offline when too many people flood it to snap up
high-demand products. Membership Decentralized affinity group

Internet vigilantism

Region served Global

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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3. Phishing attempt 1

ROMARG SRL - ROMARG SRL

v informam c& domeniul va expira la: 24/02/2021.
To:

RS

Block Contact
Mew Email

Add to Contacts

— ROMARG

Actualizare servicii de nume de domeniu

Actualizare servicii de nume de domeniu

vé informam ca domeniul va expira la: 24/02/2021. . _ .
: 5 vé informdm c& domeniul va expira la: 24/02/2021.
Nu asteptal, reinnoirea serviciului este simpla .. R )
Nu asteptali, reinnoirea serviciului este simpla ..
Metoda da platd aleasa este: Gard de credit 5 N
Metoda de plata aleasa este: Card de credit
MNumdar camanda: 00352451

Suma; 06,00 EUR Numar comanda: 00369451
Termen limiti; 24/02/2021 Suma: 06,00 EUR

Termen limita: 24/02/2021
Faceti clic pa link > finalizafi comanda > Confinuali cu plata,

Faceti clic pe link > finalizati comanda = Continuati cu plata.

link hilpsJipay. remarg. rofnsdoginfasiay mantPid=cw fiware.com & reference =
SU003B0451 | ink https://pay.romarg.ro/nologinfae/payment/?id=cwavesofiware.com & reference =
451 B3
SU00369451 http:ffaccountayawlbayseafood.com/
id4559594328597562
Salutari

Salutari

Blacknight Irfemet Solutians Lid.

Blacknighi Internet Solutions Ltd.

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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4. Phishing attempt 2

Redirectionat din 1831:
Am incercat sa va contactam.
Sunteti al doilea castigator al
loteriei Emag: 1) Adam 2) Marian
- Premiul dvs.:

Center for Career Development
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11:53+

4 Messages

& shelfbind.com

Google

Your iPhone is severly damaged by
(39) viruses

‘We've noticed that your iPhone is 28.1%
Damaged by (30) harmiful viruses from
recent adult sites. It will soon corrupl
your iPhone SIM card and damage your
contacts, photos, data, and applications.

4 minutes and! 52 seconds

If you don't remove the virus now, it will cause serious
damage to your phone. Here's what you need to do
(step by step):

Step 1: Tap and install app for free on the App Store!

Step 2: Open the application to speed up and fix your
browser now!

office@dezvoltarea-carierei.com
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5. “The accident / COVID-19” scam

A
i1
INSPECTORATUL DE POLITIE JUDETEAN BRASOV
BIROUL DE ANALIZA S1 PREVENIRE A CRIMINALITATI

PREVENIREA INSELACIUNILOR PRIN
*METODA ACCIDENTUL”

Paolitistii brasoveni au informat cetdtenii de nenumirate ori asupra riscurilor la
care se supun dacd dau crezare anumitor persoang care, prin diferite metode, incearcd
sd obtind de la ei diverse sume de bani

Actiunea infraciionald in cazul "Metodei Accidemul™ constd in realizarea
contactului telefonic cu victima, cireia i se comunich o stire socantd, in esentd
constind in aceea cd un membru al familiei sale a fost implicat intr-un accident
rutier care s-a soldat cu urmari grave, iar pentru diminuarea consecintelor legale

sif sau medicale ale evenimentului se solicitd o sumd importanta de bani.

Center for Career Development

by LINKgroup

WHAT- WHO THE
HELL IS THIE 7

POLITICA ACTUALITATE ECOMOMIE EXTERNE SPORT TV MAGAZIN MAIMULTE

“ HOME = Strl = Actuglitote > Evemiments > Metods Acodentul” devine  mstoda COUID T Cur o rewisit 0 gropors sd obiing 100090 ds fa

~Metoda Accidentul” devine ,metoda
COVID", Cum areusit o grupare sa obtina
100.000 de lei

www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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6. The “Nigerian Prince” scam

Center for Career Development

www.dezvoltarea-cari

Internal Memo:

146 Hagley Road, Birmingham

Birmingham B3 3PJ
From the Desk of
Mr. Jerry Smith
Date: 1301114

Attn: Sir'Madam,

| seize this opportunity to extend my unalloyed compliments of the new season to you and your family
hopping that this year will bring more joy. happiness and prospanity inta your house hold.

| am certain that by the ime you read this letter | might have already gone back 1o my country United
Kingdom. | visited South Africa during the New Year period and during my stay, | used the opportunity to
send you this letter believing that it will reach you in good state

My name is Mr. Jerry Smith, | am the auditor and head of computing department of a bank here in United
Kingdom. | wish to inform you of a bank account that was opened in our bank since my inception into office
in 2001, and according to our record, it was evident that nobody has ever operated on this account since
then. | therefore took the courage to look for a reliable and honest person who will be capable for this
important transaction.

The owner of this money is Late Mr. Mutassim Billah Gaddafi, the son of Late Muammar Gadafi of
Libya; He was captured by anfi-Gadafi forces later killed alongside with his father. No other person knows
about this money or anything conceming his account and the account has no next of kin and my
investigation further proved to me that his family and his country does not know anything about this
account

| am therefore seeking for a refiable person that will play the human role as the next of kin to this fund
which is in the amount of £32,000,000.00 (Thirty Two Million Pounds Sterling) | have also discoversd
that if | do not remit this money out urgently, it will be forfeited o the govemment treasury account as an
unclaimed fund.

Please respond immediately via my private email address. | jerrysmilh@an
lwullusenwpwbmmdmhmbdbdhebgdapprwnla\dmmdhsmmmw
nominated bank account of your choice with from

You will henceforth stand to get 35% while 5% shall be set aside for the expense that will be incured
during the process, and 60% will be for me.

1 will il you in with further details upon your swit reply. Please be informed that confidentiality of his
is of utmost i

Yours Truly,
N

M. Jerry Smith,
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7. SIM swap identity theft I . s = = ot

K210 Perchezitii 1a hackerii vedetelor.
Metoda prin care au fost lasati fara baniin
cont manelisti si cantareti cunoscuti

GRORONO)

VIDEO Furt de identitate pornit de la Bl yme @, a0 &)
telefonul mobil / Cel putin 50 de oameni

RIFEE T Bani 06 coven SECURITATEA INFORMATIEI o

dz LH, HotNews.ro o INFORMATIA ESTE VALOARE ST TREBUIE PROTEJATA!

Miercuri, 18 noiembrie 2020, 11:20 Actualitate | Esential

O grupare a reusit sa acceseze
conturile bancare a cel putin 50 de
persoane, creand un prejudiciu de
peste 100.000 de lei, dupa ce a
obtinut datele acestora prin
substituirea cartelelor SIM ale
telefoanelor mobile. De asemenea, ar
fi postat pe paginile de socializare ale
victimelor sau ar fi transmis mesaje
private persoanelor din listele de
prieteni, solicitand transferuri de bani. ;-7

SIM SWAP - FRAUDA PRIN INTERMEDIUL INLOCUIRII CARTELEI SIM

IN: GDPR - LEGISLATIE - SECURTTATE IT - ALERTE DE SECURITATE - NOUTATI, INGINERTE SOCIALA, SECURITATEA INFORMATIET

Peste 50 de persoane au fost victimele unei metode noi de furt de identitate. O
grupare monitorizata de luni de zile prelua controlul asupra numarului de
telefon al victimei, invocand la companiile de telefonie mobila fie defectarea

cartelei SIM, fie pierderea telefonului. Odata intrati in posesia numarului de
telefon al victimei, preluau controlul asupra conturilor de pe retelele de
socializare, dar si asupra conturilor bancare. Fara macar s fsi dea seama,

oamenii rAmaneau fird bani in conturi sau rudelor si cunoscutilor li se cereau

sume mati de bani imprumut.

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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APT39

Suspected attribution: Iran

Target sectors: \
has prior
T firms that sup
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8. Advanced Persistent Threats

Qverview: The aroup

APT41

Suspected attribution: China

Target sectars: AF _tI 1as directly targeted organizations in at least 14 countries dating back to as early as

the high-tech sector, and A
ans are most apparant

er crime

ntrusi

ong video game industry targ
loyment of ransom

re, APT4loper
g some indication that the group &

APT38

Suspected attribution: North Korea

aClivik!

Target sectors: Financial institutions world-wide

Overview: Qur analysis of the Morth Korean regime-backed threat group we are calling AFT38 reveals that
they are respansible for conducting the largest observed cyber heists. Although APT38 shares malware
development resources and Morth Korean state sponsorship with a group referred to by the security
community as “Lazarus”, we believe that APT38's financial motivation, unique toclset, and tactics,
techniques, and procedures (TTPs) are distinct enough for them to be tracked separately from other
North Korean cyber activity.

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com



9. Ransomware computer virus

Take a look at the history of ransomware, the most damaging ransomware

attacks, and the future for this threat.

arterr 25, SMEs, and individuals alike since the r
d 1,783 ransomware complaints

ANsofr ire attacks and ¢

| 184 million ransomware attacks |

CASE STUDY: RANSOMWARE ATTACK
COSTS BUSINESS $1 MILLION+

Center for Career Development

www.dezvoltarea-carierei.com

Payment will be raised on
511672017 00:47:55

Time Left

Your files will be lost on
52012017 00:47:55

Time Left

ContactUs

88 We will have free events for users who are so poor that they couldn't pay in 6 months.

'What Happened to My Computer?
'Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without |
our decryption service.

Can I Recover My Files?

Sure, We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am N

Send $300 worth of bitcoin to this address
bitcoin —
it [12t9YDPgwueZONyMgw519p7 AABISjr6 SMw

office@dezvoltarea-carierei.com
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What do those examples
have in common?

ehiilbigpest weakness is

definitely my brain.”

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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Don’t take as granted
all that you see in the news
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What can we do about it?

https://www.youtube.com/watch?v=u8aqgehH3kEQ

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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1. Protect your accounts

- Use strong passwords: long enough, hard to guess,
Lowercase + uppercase + numeric + special characters

Do not use same password for more than one account

- Do not write your password down on physical support. Use password management
software instead
https://www.youtube.com/watch?v=0pRMrEfAlil

- Enable 2FA where possible
- Pay attention what password recovery mechanism you choose

- Pay attention what personal information you share

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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Password Number of users Time to crack it Times exposed

123456 2,543,285 Less than a second 23,597,31
123456789 961,435 Less than a second 7,870,694
picture1 371,612 3 Hours 11,190
password 360,467 Less than a second 3,759,315
12345678 322,187 Less than a second 2,944,615

111111 230,507 Less than a second 3,124,368
123123 189,327 Less than a second 2,238,694
12345 188,268 Less than a second 2,389,787
1234567830 171,724 Less than a second 2,264,884
senha 167,728 10 Seconds 8,213

1234567 165,909 Less than a second 2,516,606

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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2. lgnore suspicious emails / messages

messages containing weird sentences, grammar or spelling mistakes

messages asking you to claim any prizes
messages that warns you about loosing your account if you don’t follow the instructions

etc.

Do not

reply Do not open

files

Do not click

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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2. lgnore suspicious emails / messages — additional checks

ROMARG SRL* B Inbox - Office  11:25 vé informam ci domeniul va expira la: 24/02/2021.
v& inform&m c ¢ Nu asteptati, reinnoirea serviciului este simpla ..

To: cw

Copy Address ) N
Reply-To: Metoda de plata aleasa este: Card de credit
Add to VIPs

Block Contact
New Email

Numar comanda: 00369451
Surna: 06,00 EUR
Add to Contacts Termen limita: 24/02/2021

R 0 M ‘ Search for "ROMARG SRL" Faceti clic pe link 2 finalizati comanda > Continuati cu plata.

ink https://pay.romarg. ro/naclogin/as/payment/?id=cwavescftware.com & reference =
SU00369451 3

Actualizare servicii de nume de domeniu

http:ffaccountayawlbayseafood.comy
‘ id4558594329597562

vé informé@m ca domeniul va expira la: 24/02/2021. Salutari
Nu asteptati, refnnoirea serviciului este simpla .. .
Blacknight Internet Solutions Ltd.

Do not open
files

Do not click

Center for Career Developmen 2q-carierei.com office@dezvoltarea-carierei.com
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3. Stop ignoring warnings

< c @avmmam com Your connection is not private

esxi.cwavesoftware.com (for

otection

1. Thi

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com



Esti client ING si nu ai inca INGH X

Esti client ING si nu ai inca ING

x +
c & homebank.ro/hb

B i et ING s i e NG X

@ homebank.cwavesoftware.com
« >

& homabankralph

NG ERaNGE X +

C & homebank omsvesoltware.com

ING o

Home Bank ING 5 Home Bank
ING Home'Bank ING Home'Bank
Egti client ING si nu @i incd ING Home 'Bank? Creeazd cont Egti client ING i nu oi incé ING Home ‘Bank? Creeazd cont
w4 Te ruglm sa te outentifici

cdul de Ltikzator

@ Te rugam sa te cutentmicl

aud de ubites

Reseteczd parold  AflA codul de utilizator

v

Descarced aplicatia Home 'Bank




0. oo

by LINKgroup

% Center for Career Development

4. Keep your software and antivirus up to date

Important updates are pending

The newest Windows feature update is ready to install. We need you to kick it off. With

new features and apps, this one could take a little longer than other updates.

Java Update - Update Available

Java Update Available

Java 9.04 includes improved performance and stability, and enhanced

SECurity.
More information.,

Mote: No personal information is gathered as part of our install process.

Detaik on the information we collect

Click Update to accept the license agreement and install Java now.

Center for Career Development

Ready? Restart now. Not ready? Pick a time that works for you.

www.dezvoltarea-carierei.com

B Adobe Acrobat DC Updater

Update is available

Updating Adobe Acrobat DC (18.003.20044)

This update addresses customer issues and security vulnerabilities. Adobe
recommends that you always install the latest updates.

‘You can continue working while download is in progress.

Details

Download and Instal Close

office@dezvoltarea-carierei.com
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5. Stop using pirated software

2

1Y)
\/
FiLeLIST N \\\\

lBYEARS i ;\\\ ///\‘

The Pirate ap

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com



N

°g008¢
0e%® by LINKgroup

i Center for Career Development

6. Spot any unusual behavior of your computer / smartphone /
tablet

with offer
participatio

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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7. Don’t be fooled

Center for Career Development www.dezvoltarea-carierei.com office@dezvoltarea-carierei.com
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8. Ask your friends and
family to do all of the
above

Center for Career Development www.dezvoltarea-carierei.com

office@dezvoltarea-carierei.com
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What should | do if ...

https://cert.ro/contact

| get a suspicious email

My computer is infected

| get a suspicious phone call
My computer is acting weird

| accidentally visit a suspicious
website

My account is compromised

Center for Career Development

Ignore

Inform authorities

Inform authorities

Ask an expert to take a look

Leave that website

Recover and change your password (if it’'s
not too late). Make sure you don’t use the
old password for any other account

www.dezvoltarea-carierei.com

Notify IT/IS dept.
Notify IT/IS dept.

Inform authorities/ IT/IS dept.
Notify IT/IS dept.

Leave that website

Notify IT/IS dept.

office@dezvoltarea-carierei.com
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+40 (314) 336 211
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LINKAcademy Business/Academy-

Scoala pentru o carierd IT profitabild Scoala oamenilor de afaceri

office@business-academy.ro

office@link-academy.com
www.business-academy.ro

www.link-academv.com

Iinscrieri: +40 (314) 326 162

+40 (314) 326 163
Adresa: Academiei Center, Strada Academiei nr. 39-41, Etaj 2, Sector 1, Bucuresti




