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Cyber-criminals – who are they?

- People that take advantage of the technology (in different ways) in order to 
perform unlawful actions, aiming to gain a benefit (money, most often)

- The degree of tech usage and tech knowledge may vary

- Individuals or organizations, acting on their own or sponsored

- Too often called “hackers”



Cyber-criminals – what are they after?

Money Reputation

Information
Pure 

curiosity



Cyber-criminals – of all kinds

Script kiddies

Motivated individuals

Hacking groups

Organized criminal gangs

Nation states

Cyber-terrorists



Cyber-criminals – of all kinds

Identity thieves

Scammers

Phishers

Crackers

Hacktivists

Malware developers



Types of cyber-crime acts

Scams
Identity 

theft

Unauthorized 
computer 

systems 
access

Denial 
of 

service

Web 
Deface

ment

Card 
Skimming



Real world cases

1. The Romanian hacker “Guccifer”



2. The “Anonymous” hacking group



3. Phishing attempt 1



4. Phishing attempt 2



5. “The accident / COVID-19” scam



6. The “Nigerian Prince” scam



7. SIM swap identity theft



8. Advanced Persistent Threats



9. Ransomware computer virus



What do those examples
have in common?



Don’t take as granted 
all that you see in the news



What can we do about it?
https://www.youtube.com/watch?v=u8qgehH3kEQ

https://www.youtube.com/watch?v=u8qgehH3kEQ


1. Protect your accounts

- Use strong passwords: long enough, hard to guess,
Lowercase + uppercase + numeric + special characters

- Do not use same password for more than one account

- Do not write your password down on physical support. Use password management 
software instead

- Enable 2FA where possible

- Pay attention what password recovery mechanism you choose

- Pay attention what personal information you share 

https://www.youtube.com/watch?v=opRMrEfAIiI

https://www.youtube.com/watch?v=opRMrEfAIiI




2. Ignore suspicious emails / messages

• messages containing weird sentences, grammar or spelling mistakes
• messages asking you to claim any prizes
• messages that warns you about loosing your account if you don’t follow the instructions
• etc.

Do not click

Do not 
reply Do not open 

files



Do not click

Do not 
reply Do not open 

files

2. Ignore suspicious emails / messages – additional checks



3. Stop ignoring warnings



4. Pay attention to URLs



4. Keep your software and antivirus up to date



5. Stop using pirated software



6. Spot any unusual behavior of your computer / smartphone / 
tablet



7. Don’t be fooled



8. Ask your friends and 
family to do all of the 

above



What should I do if …

At home At work

I get a suspicious email Ignore Notify IT/IS dept.

My computer is infected Inform authorities Notify IT/IS dept.

I get a suspicious phone call Inform authorities Inform authorities/ IT/IS dept.

My computer is acting weird Ask an expert to take a look Notify IT/IS dept.

I accidentally visit a suspicious
website

Leave that website Leave that website

My account is compromised Recover and change your password (if it’s 
not too late). Make sure you don’t use the 
old password for any other account

Notify IT/IS dept.

https://cert.ro/contact

https://cert.ro/contact



